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Abstract

During the past few years, denial-of-service (DoS) attacks have become more risky to
deplete the computing resources or bandwidth of the potential targets. The relative ease
and low costs of launching such attacks, supplemented by the current inadequate state of
any viable defense mechanism, have made them one of the top threats to the Internet
community today. Since, the increasing popularity of web-based applications has led to
several critical services being provided over the Internet. The most common DoS attacks
typically involve flooding with a huge volume of traffic and consuming network
resources such as bandwidth, buffer space at the routers, CPU time and recovery cycles
of the target server. We have proposed a mechanism for protecting a web-server against
a denial of service (DoS) attacks. We investigated the effectiveness of defending web
services from DoS attacks using client puzzles, a cryptographic countermeasure, which
provides a form of gradual authentication by requiring the client to solve some
computationally difficult problems before access is granted. So, the first aim of this
thesis is to adjust the mechanism of our client puzzle to dynamically change the puzzie
difficulty. Furthermore, we established a web service with client puzzie to test the

performance of the client puzzle in web service.
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